Internal Control

Internal Confrol — Infegrated framework




Who is Responsible for Internal Conftrol?

Shareholders

Board of Directors

Audit committee

CEO

Managers/ Head of department
Employees

Internal control department (if any)
Internal Auditor (if any)

External Auditor (CPA)
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Management’'s Responsibllity for Internal Control

Shareholders
i ) Audit committee
soard of Direcfors P & Internal Auditor

Responsible for

v Creating internal conftrol policies
needed to ensure that services
are provided effectively and
assets safeguarded

v’ Establishing and guiding an
integrated internal control
framework

v’ Establishing a positive
“tone at the top”

Managers/ Head
of departments
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Management’'s Responsibllity for Internal Control

Shareholders
) Audit committee
soard of Direcfors P & Internal Auditor

Responsible for

Monogers/ Head v Indgnhfymg po’ren’rlol I’IS:kS
v Designing & implementing
of depor’rmen’rs internal control system

v Monitoring internal control
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History of COSO

COSO: The Committee of Sponsoring
Organizations (COSO)

Organized in 1985 and sponsored jointly by

5 major professional associations in the US:
the American Accounting Association (AAA)

the American Institute of Certified Public
Accountants (AICPA)

Financial Executives International (FEI)
the Institute of Internal Auditors (lIA)
the Institute of Management Accountants (IMA)
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History of COSO (cont.)

Mission: to provide comprehensive
frameworks and guidance on
1) Enterprise Risk Management (ERM)
2) Internal Control (IC)
3) Fraud deterrence

designed to improve
Organizational performance
Governance

and to reduce
Fraud

IN organizations
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History of COSO (cont.)

Publication:

For Internal Confrol - 1992 (revised 2013),
“Internal Control — Integrated Framework™

For ERM = 2004, “Enterprise Risk

Management — Infegrated Framework™

For Fraud - 2 research studies.
1999, “Fraudulent Financial Reporting: 1987-1997"
2010, "Fraudulent Financial Reporting: 1998-2007"
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Infernal Confrol — Infegrated Framework

CQ'’s definition for Internal Conitrol

‘a process, affected by an entity’'s board of directors,
management and other personnel, designed to
provide reasonable assurance regarding the
achievement of objectives in

1) effectiveness and efficiency of operations
2) reliability of financial reporting
3) compliance with laws and regulations.”
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Infernal Confrol — Infegrated Framework

COSQO’s 5 Components of Internal Control

Conftrol environment

Risk assessment

Control activity

Information and Communication
Monitoring
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MONITOR

The process to determine whether internal control is
adequately designed, executed, effective and adaptive

The process which ensures that relevant information is
identified and communicated in a timely manner

)

The policies and procedures that help ensure that actions are
identified to manage risk are executed and timely

The evaluation of internal and external
factors that impact an organisation’s performance

The control conscience of an organisation.
“The tone at the top”
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Components of Infernal Control

» Authorizations

»Segregation of Duties

» Security of Assefs and Records
» Reconciliations, Verifications

Control
Adtivities

INFORMATION AND
COMMUNICATION

* Regular, Ongoing Review

M on i'I'O ri ng o Internal Audit Function

*Other Separate Evaludtions
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Organization’s Objectives, Components of
Internal Control and Entity Level
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COSO’'s 17 Principles of Infernal Control

COS50's 17 principles of internal control - summarized

Control
environment

Demonstrates
commitment to
integrity and
athical values

Exercises oversight
responsibilities

o Establishes
structure,

authority, and
responsibility

o Demonstrates
commitment to
competence

Enforces
accountability

Source: Audit Committee Brief, March 2014, Delitte Development Corporation. Allrights reserved.
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Specifies suitable
objectives
Identifies and
analyzes risk
Assesses fraud risk
Identifies and

analyzes
significant change

Selects and
develops control
activities

Selects and
develops general
controls over
technology

Deploys through
policies and
procedures
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information and
communication

@ Uses relevant
information
Communicates

internally

Communicates
externally

Conducts ongoing
and/or separate
evaluations
Evaluates and
communicates
defidendes
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Demonstrates )

commitment to
integrity and
ethical values y

Exercises oversight
responsibilities

Establishes
structure,
authority, and
responsibility

Demonstrates
commitment to
competence

Enforces
accountability

J

Conftrol Environment
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Demonstrates
commitment to
integrity and
ethical values

Exercises oversight
responsibilities

Establishes
structure,
authority, and
responsibility

Demonstrates
commitment to
competence

Enforces
accountability

Control Environment
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Demonstrates
commitment to
integrity and
ethical values

Exercises oversight
responsibilities

Establishes
structure,
authority, and
responsibility

\
Demonstrates
commitment to |
competence )

Enforces A

accountability
J

Control Environment
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Specifies suitable
objectives

Identifies and
analyzes risk

o Assesses fraud risk

Identifies and
analyzes
significamt change

A

Risk Assessment
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Specifies suitable
objectives

Identifies and
analyzes risk

ro Assesses fraud risk

-

Identifies and
analyzes
significamt change

A

Risk Assessment
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Factors Affecting Risk Assessment

Inherent Risk (@nadesniiagenunssuma)

Opportunity: The more liquid or mobile an asset is, or
the more decenftralized an operation is, the greater
the potential for fraudulent activity.

Unfamiliarity: The newer the activity or program, the
greater the possibility that its operation and risks may
not be well understood and its objectives and goals
may not be realized.

Complexity: The more complex an activity is, the
greater the possibility of errors occurring.
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Factors Affecting Risk Assessment

Change

Changes in Operating Environment: Both in
internal change and external change (change in [T,
sofftware 2 need expertise; change in rules and
regulations)

Changes in Personnel: Staff turnover can impact
the achievement of the entity’s objectives because

it fakes time for new employees to achieve the
proficiency of the employees they are replacing.
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Selects and
develops control
activities

Selects and

develops general
controls over

L technology

~N

J

(4 Deploys through
polides and
procedures

Control Activity
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Categories of Control Activities

Directive controls = provide guidance to
employees to help achieve the desired objectives
of the department, EX.

A Job descripfion = provide employees with
guidance as to what is expected of them

A personnel policy or code of ethics = provide
guidance on the conduct expected of all
employees.

Preventive controls & designed to deter the

occurrence of errors or other undesirable events,
EX. Segregation of duties
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Categories of Control Activities

Defective controls = identify on a timely basis

when errors or other undesirable events have
occurred, EX. Reconciliations

Corrective controls = identify the flaws in the

process and determine the actions to be taken to
correct the problems, Ex. Additional employee
training
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-
Uses relevant

information

Communicates)

internally

. N\
Communicates

externally

J

Information & Communication
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Conducts ongoing
and/or separate

evaluations

Evaluates and
communicates
defidendes

Monitoring Activities
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Limitations of Intfernal Conftrols

Provide only “Reasonable Assurance” (not
absolute assurance) of achieving the entity’s
objectives

Cannot prevent:
bad judgment or decisions
HumMman errors
Power Override or circumvent internal control

Collusion (a secret agreement or cooperation between
two or more employees for an illegal or dishonest purpose;
especially family members)

external events or factors

Cost-benefit
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Just for Fun
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Just for Fun

THINK OF Mg AS
YOUR PERSONAL
TRAINER
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